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1. INTRODUCTION

1.1 The Regulation of Investigatory Powers (Scotland) Act 2000 (RIPSA) authorises the
Council to carry out covert surveillance to obtain evidence to enable it to carry out its
statutory functions. Covert surveillance in terms of the Act falls into two categories:-

(i) “directed surveillance” – for example, asking a member of the public to maintain 
a log of visitors to a neighbouring property for the purpose of investigating anti- 
social behaviour; and 
(ii) “covert human intelligence sources” – for example an undercover trading 
standards officer striking up a relationship with a “rogue trader”  to  uncover 
trading in unsafe or counterfeit goods. 

1.2 The Act attempts to strike a balance between the public interest in detecting unlawful 
behaviour or behaviour which might have an adverse impact on public health or safety, 
on the one hand, and the right of private individuals, as enshrined in the Human Rights 
Act 1998, not to have their privacy, family life, home or correspondence interfered with 
by the State, on the other. To achieve this balance the Act provides that evidence will 
only properly be obtained by covert  surveillance if the surveillance is duly authorised by 
a written authorisation, and that the surveillance was carried out conform to that 
authorisation. 

1.3 To ensure that the Council operated the provisions of the Act correctly and provided a 
proper audit trail of surveillance operations, policies and procedures relating to Directed 
Surveillance and Covert Human Intelligence Sources operations were introduced in 2001 
and reviewed in 2010. 

1.4 The purpose of this report is to further update the policy taking into account amendments 
to the Act introduced through statutory instruments and the latest guidance. 

2. OPERATION OF THE ACT

2.1 Since the inception of the Act, the majority of the Council’s usage has been by way of
directed surveillance authorisations, in connection mainly with investigation of statutory
noise nuisance (caused by anti-social tenants/proprietors of dwellinghouses), and to a
much lesser extent, fly tipping, anti-social behaviour etc. Very little usage has been made
of covert human intelligence sources and none in recent years.  The Council’s general
usage of RIPSA authorisations has reduced significantly over the years. This is mainly
due to changes in practice in relation to noise nuisance investigations following advice
that noise recording equipment installed in homes for the purpose of detecting whether
a noise nuisance existed did not require authorisation under the  Act.



2.2 The Council’s exercise of its powers under the 2000 Act is subject to review by the 
Office of Surveillance Commissioners (OSC). Commissioners are appointed for the 
purpose of overseeing the operation of the Act and encouraging good practice. 

2.3 An inspection by an Assistant Surveillance Commissioner in February 2013 commented 
that the applications authorised within the Council were generally of an acceptable 
standard although attention  still needed  to be paid to issues of necessity (could the 
evidence be obtained in a less intrusive manner) and proportionality (is the scope and 
duration of the surveillance reasonable when weighed against the seriousness of the 
conduct the surveillance is to uncover). The inspector was more critical of the 
authorisations themselves, however, and the recording on them of the consideration given 
to how the authorising officer had, in turn, addressed the necessity and proportionality 
questions. This matter was addressed through a review of the authoring procedures and 
the quality of the documentation has improved. 

3. UPDATING AND AMENDMENT OF POLICIES/FORMS

3.1 The Council’s approach to RIPSA was last reviewed in 2010 at which time two separate
polices were adopted, one each for directed surveillance and the  use  of  covert
human intelligence sources. It is suggested that these two polices should be combined into
one to avoid unnecessary repetition and for ease of use. Explanation of the terms used in
the policy has been expanded considerably as has the guidance on key principles
(including necessity  and  proportionality).  Example scenarios of when authorisation may
or may not be needed are also given in text boxes. In addition, as the policy is quite
lengthy, a flowchart has been provided for questions officers can ask themselves to work
out whether a proposed activity falls within the scope of the policy or not.

3.2 The application, authorisation and review forms previously approved under the policy still
meet the requirements of the Codes of Practice issued by the Home Office and are
consistent with the standard forms on the Scottish Government’s website. However, it is
suggested that authority be given to Chief Governance officer to keep the forms under
review and to make such changes to them as may be required from time to time to
maintain a consistency with good practice.

4. FINANCIAL  IMPLICATIONS

4.1 There are no financial implications arising from this report.



5. RECOMMENDATIONS

5.1 The Executive is recommended to:

(a) consider and approve the updated Regulation of Investigatory Powers (Scotland) 
Act 2000 policy and procedure attached as an appendix to this report, and 

(b) authorise the Chief Governance Officer to keep under review the authorisation 
documentation required under the policy  and  to  make  such  changes  to  it  as 
may be necessary from time to time to comply with any relevant Codes of Practice. 

...................................... 
Director of Corporate & Housing Services 

  Ref: AAP201015 - RIPSA 
Date: 28 September 2015 
Contact Officer: Rose Mary Glackin 
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1 Introduction 

1.1 In some circumstances, it may be necessary for Council employees, in the course of 

their duties, to monitor a person or person(s) in a covert manner (i.e. without that 

person’s knowledge), or to instruct third parties to do so on the Council’s behalf. 

1.2 By their nature, actions of this sort can be intrusive and may give rise to legal 

challenge as a potential breach of Article 8 of the European Convention on Human 

Rights (ECHR), which protects people’s right to respect for their private and family 

life, home and correspondence. Article 8 can also cover business and professional 

records, where those disclose information about the private lives of individuals. The 

Human Rights Act 198 requires the Council to act compatibly with the ECHR. 

Section 6 makes it unlawful for a public authority to act in a manner which is in breach 

of the ECHR. 

1.3 The Regulation of Investigatory Powers Act 2000 (RIPA) and the Regulation of 

Investigatory Powers (Scotland) Act 2000 (RIPSA) together provide the legal 

framework for authorising both covert surveillance and the use of covert human 

intelligence sources by public authorities. They also establish an independent inspection 

regime to monitor the practice of these activities by public authorities in the United 

Kingdom. The Office of Surveillance Commissioners (OSC) is the lead regulator. 

1.4 This policy relates to the Council’s powers and duties under RIPSA, which deals with 

the regulation of surveillance and the use of covert human intelligence sources 

(CHIS). It does not offer any guidance on the application of RIPA to Scottish local 

authorities. The Council has limited powers under RIPA to acquire communication data, 

provided that it is necessary for the purposes of preventing or detecting crime or 

preventing disorder. Council officers should obtain legal advice before exercising any 

powers under RIPA, as this would require an application for approval to the sheriff 

court. 

1.5 Compliance with this policy will help ensure that the Council meets its obligations 

under RIPSA and that the rights of third parties are protected. It will also help 

minimise any reputational risk to the Council and help ensure that information obtained 

through surveillance operations may legitimately be used for its intended purpose. 

2 Objective 
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2.1 The objective of this policy and procedure is to ensure that all covert surveillance and 

uses of CHIS by Council employees is carried out lawfully and effectively. It should be 

read in conjunction with the Scottish Government’s Codes of Practice on ‘Covert 

Surveillance and Property Interference’ and ‘Covert Human Intelligence Sources’ 

(current versions in force from November 2014). 

 
2.2 The carrying out of surveillance operations which interferes with a person’s right to 

respect for private life will breach Article 8 of the ECHR unless it is properly 

authorised by law. RIPSA provides that the conduct to which it applies will be lawful 

for all purposes if an authorisation under 
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RIPSA confers an entitlement to carry out the activity, and the activity is carried out in 

accordance with the authorisation. 

 
2.3 Activities of the type covered by RIPSA which are not authorised are not lawful. If the 

procedures outlined below are not followed by Council employees, any evidence 

obtained as a result of the surveillance or CHIS may be open to challenge in legal 

proceedings and the Council could be prevented from relying on it. This may result in 

the Council not being able to take legal action (such as eviction proceedings or 

environmental enforcement action). It may also lead to the Procurator Fiscal deciding 

not to prosecute a case where there has been a breach of criminal law, or in the case 

subsequently failing because the court funds that the evidence is inadmissible. 

 
2.4 Apart from the use of information in any legal proceedings, the Council could also be 

open to legal challenge by individuals who claim the Council has justifiably interfered 

with their right to privacy. 

 
3 Scope of the procedure 

 

3.1 This policy and procedure applies in all cases where either: 
 

• “directed surveillance” is being planned or carried out; or 
 

• the conduct of a CHIS or the use of such a source is being planned or is in 
operation. 

 

3.2 RIPSA also applies to “intrusive surveillance”. Only the Chief Constable of Police 

Scotland can authorise such surveillance. The Council does not have the power to 

undertake intrusive surveillance. The use of a surveillance device inside residential 

premises or a vehicle is intrusive surveillance. 

 

 
 
 

The Council should not undertake activities of this nature. 
 

3.3 The use of surveillance devices outside residential premises or a vehicle, directed to what 

is going on inside the premises/vehicle is not intrusive, unless the device consistently 

 
 

Examples of intrusive surveillance might include a camera placed in a care home for the purpose of 

investigating thefts of service users’ property, or a camera placed on one Council tenancy to monitor 

activities inside another tenancy. 
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provides information of the same quality and detail as might be expected from a device 

inside the premises/vehicle. The sort of surveillance undertaken by the Council is 

unlikely to reach this level of sophistication, but if officers are in any doubt, they 

should consult with their line manager and seek legal advice if appropriate. As 

technology improves, it will be necessary to keep the Council’s activities under review. 
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3.4 Devices carried into a home or private vehicle by a CHIS do not amount to intrusive 

surveillance, as long as the source has been invited in. However, the device must not be 

left behind when the source leaves the premises or vehicle. 

 
3.5 Directed surveillance broadly means watching people otherwise than inside their homes 

or private vehicles, without them being aware that they are being watched. It is covert 

surveillance which is not intrusive and which is undertaken for the purposes of a 

specific investigation or operation in such a manner as is likely to result in the obtaining 

of private information about a person (whether or not specifically identified for the 

purposes of the investigation or operation). Private information means information 

about a person’s private or family life. If an operation is neither intended nor likely to 

result in the Council obtaining private information, then it will not be necessary to apply 

this policy. 

 
3.6 The procedure does not apply to observations that are not carried out covertly, or to 

unplanned observations made as an immediate response to events, where it would not 

have been reasonably practicable for an authorisation under the Act to be sought 

beforehand. For example, it would not apply to the use of overt CCTV systems with 

appropriate signage, unless cameras were being used in a covert and pre-planned 

manner as part of a specific operation or investigation targeted against specific 

individuals, in which case authorisation may be needed. In cases of doubt, the 

authorisation procedures described below should be followed. 

 

 
 

Examples of non-intrusive surveillance include the use of a CCTV camera in the street to monitor 

antisocial behaviour, or at a site where fly-tipping is known to take place. 

 
Monitoring the level of noise generated by an antisocial tenant (but not the actual words) is also 

unlikely to be classed as intrusive and so can be lawfully carried out by the Council (subject to 

appropriate authorisation if classed as directed surveillance). 
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3.7 However, directed surveillance does not include the monitoring of noise levels using 

recording equipment. The Code of Practice suggests that even covert recording of 

suspected noise nuisance does not fall within the scope of RIPSA or this policy, 

provided that the intention is only to record 

 
 

Examples of directed surveillance include: 
 

• hiding a camera in a community centre to find out who has been stealing money; 
 

• using Council officers to monitor the comings and goings at a particular address, e.g. to 

establish a pattern of occupancy to determine whether or not there has been Council tax 

fraud, or to investigate whether someone is using their home for business purposes; 

 
• using private investigators to monitor antisocial behaviour at a Council tenancy; or 

 

• asking a member of the public to maintain a log of all visitors to a neighbouring property. 
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excessive noise levels from adjoining premises and the recording device is calibrated to 

record only excessive noise levels. 

 
3.8 One area of particular interest to the OSC at present is the use of social media by local 

authorities for investigative purposes. The need for, or at the very least the advisability 

of obtaining, RIPSA authorisation for activities conducted on social networking sites 

has been highlighted in a number of annual reports by the OSC. Council officers must 

be aware that just because individuals are putting personal information about 

themselves in the public domain does not mean that it is fair game. If Council staff are 

repeatedly viewing a person’s Facebook or other social media websites for the purpose 

of intelligence gathering and data collation, they must seek the appropriate 

authorisation under this policy. 

 

 
 
 

3.9 A covert human intelligence source is a person who establishes or maintains a personal 

or other relationship with another person for the covert purpose of: 

 
(a) obtaining information or the providing of access to any information; or 

 

(b) disclosing information obtained by the use of or as a consequence of that 
relationship. 

 

The term covert human intelligence source includes undercover officers, informants and 

agents. It might also cover people used to make test purchases, including the Council’s 

own trading standards officers. However, the definition of a CHIS requires there to be 

an established relationship. This takes many test purchasing operations outwith the 

scope of RIPSA and this procedure, as the carrying out of an everyday transaction does 

not of itself establish a relationship. Nor will asking a concerned citizen to “keep an eye 

on” suspicious behaviour by itself amount to source activity (although it may be directed 

surveillance conducted on behalf of the Council). When members of the public are 

volunteering information about incidents witnessed in their neighbourhood (such as 

antisocial behaviour or alleged breaches of planning control), they would not be 

 
 

By way of example, Housing Benefits may want to access a person’s social media profile to find out 

how much time they were spending at their Council tenancy. They might have suspicions that the 

person was spending a large portion of their time living abroad. Regularly accessing the person’s 

Facebook page could be a helpful way to investigate this. However, they must ensure that such activity 

was properly authorised in accordance with the procedures described below. 
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regarded as a CHIS. 
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3.10 The covert exploitation of a relationship is arguably a greater interference with a 

person’s privacy than directed surveillance. The use of a source may also expose the 

source to serious danger. For these reasons, the use of a CHIS by the Council is 

discouraged and should be seen as an absolute last resort. It is expected that officers 

who are considering the use of a CHIS will have fully considered alternative 

approaches. 

 
4 Principles of surveillance 

 

4.1 In planning and carrying out directed surveillance or using or conducting CHIS, Council 

employees must comply with the following principles: 

 
4.2 Lawful purposes – directed surveillance or CHIS operations must only be carried out 

where they are necessary to achieve one or more of the permitted purposes set out in 

RIPSA. The activities must be: 

 
(i) for the purpose of preventing or detecting crime or the prevention of disorder; 

 

(ii) in the interests of public safety; and 
 

(iii) for the purpose of protecting public health. 
 

4.3 Council officers should apply the following criteria when applying for or acting under 
authorisations: 

 

• Necessity – directed surveillance / CHIS operations must only be undertaken 

where there is no reasonable and effective alternative way of achieving the 

desired objective(s). Covert surveillance intrudes on people’s privacy. It should 

be regarded as a last option, only to be considered when all other methods have 

been tried and have failed, or where the nature of the suspected activity 

suggests that there is no other reasonable method which can be used to acquire 

the information. 

 
 

Examples of circumstances in which the Council might use CHIS include: 
 

• using an undercover trading standards officer to ascertain from a seller of goods the 

details of the supplier of counterfeit products; or 

 
• engaging a juvenile to establish a relationship with a local shopkeeper, in order to 

attempt to make a test purchase of alcohol. 
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• Effectiveness – planned directed surveillance / CHIS operations must only be 

undertaken by suitably trained or experienced employees, or under their 

direct supervision. The Council should also consider whether it is the most 

appropriate agency to be carrying out the investigation. Where it is suspected 

that a crime such as theft is being committed, the Council should in the first 

instance inform the police. 
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• Proportionality – the use and extent of directed surveillance / a CHIS must 

not be excessive, i.e. the methods of surveillance used must not be more 

intrusive than is warranted by the seriousness of the activity under 

investigation. The surveillance should not go beyond the minimum necessary 

to fulfil the purpose of the surveillance. More detailed guidance on 

proportionality is given below. 

 
• Collateral intrusion – reasonable steps must be taken to minimise the 

infringement of privacy of individuals who are not the subjects of the 

investigation or covered by the authorisation in some other way. Council 

officers should minimise the scope for acquiring information that is not directly 

necessary for the investigation being carried out. Where it is likely that there will 

be collateral intrusion, the applicant must specify this in the application form and 

explain how this will be managed. Information obtained as a result of collateral 

intrusion must be disclosed to the Authorising Officer. The Authorising Officer 

must review the material and order the destruction of anything irrelevant to the 

investigation. 

 
• Security and welfare – a CHIS authorisation cannot be granted unless 

arrangements exist providing for: 

 
(i) an officer of the Council to deal with the CHIS day-to-day (including 

dealing with the source’s security and welfare); 

 
(ii) a different officer to have a general oversight of the use of the source; and 

 

(iii) an officer of the Council to have responsibility for maintaining a 

record of the use made of the source (and maintaining the security 

of the records – see below). 

 
• Authorisation – all directed surveillance must be authorised in accordance with 

the procedures described below. There are separate procedures applying to the 

authorisation of directed surveillance and the conduct of a CHIS. Where both 

are proposed, separate applications must be completed and submitted, and 

distinct authorisations will be granted if appropriate. Officers must take care to 

ensure that they have completed the appropriate application form and the 

Authorising Officer should reject applications that have not been completed in 

full, or where the wrong form has been used. 
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4.4 Council employees carrying out surveillance or CHIS activities must not cause damage 

to any property or harass any person. Authorisation or use or conduct of a CHIS does 

not amount to a licence to commit a crime. Any Council officer or source who acts 

beyond acceptable limits will not be protected from prosecution on the basis of the 

authorisation. 

 
4.5 Council employees carrying out surveillance of CHIS activities should also be aware 

of any particular sensitivities in the local community where the CHIS is being used and 

of similar activities being undertaken by other public authorities which could have an 

impact on the deployment of a CHIS. Officers should take account of any potential 

adverse impact on community confidence or 
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safety that may result from the use or conduct of a CHIS or use of information 

obtained from the CHIS. There may need to be consultation with other public 

authorities in the area to gauge community interest. 

 
5 Proportionality 

 

5.1 Proportionality is a legal principle which arises when considering human rights. It is 

intended to ensure that measures taken by public authorities which impact on the 

fundamental rights of citizens are kept within proper limits. Even if there is arguably no 

breach of human rights legislation, RIPSA itself lays down specific criteria and 

procedures which require an assessment of proportionality. 

 
5.2 Rights may lawfully be interfered with if there is a recognised legitimate aim pursued by 

the public authority, in this case the Council. However, the principle of proportionality 

means that if the same end can be achieved through less intrusion on people’s rights 

(or none at all) then that less intrusive approach should be followed. There should also 

be a correlation between the importance of the aim pursued and the degree of intrusion 

into people’s rights. 

 

 
 
 

5.3 Covert surveillance by any means involves a potentially serious breach of individuals’ 

rights to privacy. The Council will therefore need compelling reasons to justify cover 

surveillance, particularly if the surveillance is to last for an extended period of time. 

 
5.4 Council employees must bear in mind the seriousness of the behaviour which is to be 

investigated. Potentially serious criminal conduct will be at the higher end of the scale 

and will justify greater interference. However, even if the offences would only attract a 

low level of penalty (such as a small fine), the purpose behind the legislation creating 

the offence may be very serious. For example, trading standards legislation is 

designed to prevent the sale of dangerous goods or contaminated food, and licensing 

laws exist to ensure the safety of licensing premises. Another factor that ought to be 

 
 

For example, if the local authority suspected that a person was lying about their address in order to fall 

within the catchment area for their desired school, surveillance is unlikely to be a necessary or 

proportionate way in which to investigate the matter. Less intrusive, overt, means such as unscheduled 

visits to the address in question to obtain the information needed are likely to be more appropriate and 

should be considered first. 

On the other hand, directed surveillance might be more proportionate as a means to detect a fraudulent 

claim for housing benefit which could cost the Council thousands of pounds 
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considered is the impact of the behaviour on other people, both in terms of the gravity 

and the number of people affected. 
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6 Authorisation process – general 

 

6.1 Authorisation is required for directed surveillance or the use or conduct of a CHIS. 

Before applying for authorisation, officers should ensure they have read this policy fully, 

together with the relevant Code of Practice. 

 
6.2 If there is any uncertainty about whether authorisation is needed or if it is likely to be 

granted, officers may wish to refer to the flowchart set out in the appendix to this 

policy. However, if in doubt, it is better to obtain an authorisation that proves 

unnecessary than to jeopardise the admissibility of evidence obtained or risk civil 

liability on the part of the Council. 

 
6.3 Authorisation is needed when the activity is carried out by Council officers themselves 

or by third parties carrying out surveillance on behalf of or under the instructions of the 

Council. 

 
6.4 Legal advice may be obtained from the Council’s internal Legal team. This is a resource 

that you are encouraged to access when you have unanswered questions or are looking 

for some reassurance that you are going about things in the right way. 

 
6.5 Before asking for authorisation, the Council officer who will apply for authorisation 

must first seek prior approval from their line manager. If this cannot be done, it will 

be necessary to provide an explanation to the Authorising Officer. 

 
6.6 In terms of the Regulation of Investigatory Powers (Prescription of Officers, Ranks and 

Positions) (Scotland) Order 2000, authorisations for directed surveillance or the conduct 

or use of a CHIS can be granted only by Assistant Heads of Service or Investigation 

Managers and by any officer senior to these positions. 

 
6.7 In Falkirk Council, authorisation must be granted by a Head of Service from the 

Service which requires the surveillance or by a designated Investigation Manager 

(having a position next in seniority to the Head of Service) or the Director of that 

Service. Outwith the Service requiring the surveillance, authorisation may be granted 

by the Chief Executive, the Director of Law and Administration Services, the Head 

of Legal Services and any designated Investigations Manager in Law and Administration 

Services. 

 
6.8 Authorising officers must not authorise their own activities, i.e. those operations they 

29379855v1  



12 
 

are directly involved in. 

 
6.9 Authorisations must be given in writing by the authorising officer. Forms for the 

application, review, renewal and cancellation of both directed surveillance and the use 

or conduct of a CHIS are detailed in section 10 below. However, in urgent cases, 

authorisation may be given orally. In such cases, a statement that the authorising 

officer has expressly authorised the activity should be recorded in writing by the 

authorising officer as soon as is reasonably practicable. 

 
6.10 Applications which identify a significant risk of accessing confidential information (see 

below) can only be authorised by the Chief Executive. 
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6.11 The role of the Authorising Officer is to ensure that the applicant officer: 

 

• has correctly identified a lawful purpose (see above) for the proposed surveillance; 
 

• has planned the operation properly so as to minimise collateral intrusion and the 

collection of confidential information; 

 
• is not proposing to stray beyond the permissible limits of directed 

surveillance / the conduct of a CHIS; and 

 
• has correctly applied the proportionality test. 

 

Only if the authorising officer is actively satisfied on these points should the 

authorisation be granted. 

 
6.12 Authorising officers may be required by the OSC to justify their decision to grant a 

particular request. It is important that authorisations are not simply signed off 

automatically. Evidence of a reasoned refusal of  request is also vital in evidencing 

compliance with the law. If evidence obtained by surveillance is used in court, the 

authorising officer may be called upon to justify the grant of the authorisations. 

 
7 Authorisation process – specific considerations for directed surveillance (period of 

effect) 
 

7.1 Authorisations given in writing have legal effect for a period of three months. An 

urgent oral authorisation has legal effect for a period of seventy-two hours. These 

periods can be extended by renewal. 

 
8 Authorisation process – specific considerations for CHIS (including period of effect) 

 

8.1 Both the conduct and the use of CHIS require prior authorisation. However, both may 

be authorised through a single application, as long as care is taken to ensure that the 

authorisation complies with both procedures. 

 
8.2 A CHIS wearing or carrying a surveillance device does not need a separate directed 

surveillance authorisation, provided the device will only be used in the presence of the 

CHIS. If the surveillance device is to be used other than in the presence of the CHIS, a 

directed surveillance authorisation must be obtained where appropriate. 

 
8.3 The conduct of a source means the actions of that source falling within RIPSA or action 
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incidental to it, e.g. what the source does. 

 
8.4 The use of a source is any action taken to induce, ask or assist a person to engage in the 

conduct of a source or to obtain information by means of any action of the source. 

 
8.5 There are specific requirements in the case of juveniles (persons under 18): 
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• only the Chief Executive can authorise such a person to be used as a CHIS or to 

conduct themselves as such; 

 
• a child under 16 cannot be used where the relationship to which the use of the 

source would relate is with the child’s parent or someone having parental 

responsibility for the child; 

 
• where a child under 16 is used, an appropriate adult must be present at all 

meetings with relevant Council officers; 

 
• where a source is under 18, there must be a risk assessment as to both the 

possibility of physical injury and the possibility of psychological distress and 

the justification for the authorisation must be considered in light of that assessed 

risk; and 

 
• reference should be made to the Regulation of Investigatory Powers 

(Juveniles) (Scotland) Order 2002. 

 
8.6 An urgent oral authorisation lasts for seventy-two hours. An authorisation given in 

writing has legal effect for 12 months. If the source is under the age of 18 years, the 

authorisation given in writing has effect for one month. These periods can be extended 

by renewal. 

 
8.7 The authorising officer must satisfy himself that appropriate arrangements are in force 

for the use or conduct of a CHIS. These arrangements must ensure that: 

 
(i) there is a person within the Council who will have day-to-day responsibility for 

dealing with the source, directing the source’s activities, recording any 

information supplied by the source and for the security and welfare of the 

source (known as the “handler”); 

 
(ii) there is another person within the Council who will have general oversight of 

the use made of the source (known as the “controller” – this person must be 

more senior than the handler); 

 
(iii) there is a person within the Council (who might be the handler or the 

authorising officer) who will have responsibility for maintaining a record of the 

use made of the source; 
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(iv) the records relating to the source will always contain such information as may be 

required by the Regulation of Investigatory Powers (Source Records) (Scotland) 

Act 2002 and any regulations made by the Scottish Ministers; and 

 
(v) records which disclose the identity of the source will not be available to 

persons except where there is a need for access to be made available to those 

persons. 

 
8.8 Records to be maintained include: 

 

• the identity of the source; 
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• the identify, where known, used by the source; 

 

• any relevant investigating authority, other than the Council (e.g. police, SEPA); 
 

• the means by which the source is referred to within each relevant investigating 

authority (i.e. any code names); 

 
• any other significant information connected with the security and welfare of the source; 

 

• any confirmation made by the authorising officer when granting or renewing an 

authorisation for the conduct or use of a source that the information in the 

preceding bullet point has been considered and that any identified risks to the 

security and welfare of the source have where appropriate been properly explained to 

and understood by the source; 

 
• the date when and the circumstances in which the source was recruited; 

 

• the  identities  of  the  handler  and  controller  of  the  source  and  (if  different)  

the  person responsible for maintaining a record of the use made of the source; 

 
• the periods during which those persons have discharged their responsibilities; 

 

• the tasks given to the source and the demands of him/her in relation to their 

activities as a source; 

 
• all contacts or communications between the source and any officer of the Council; 

 

• the information obtained by the conduct or use of the source; 
 

• any dissemination by the Council of information obtained in that way; 
 

• (where the source is not an undercover officer of the Council) any payment, benefit 

or reward and every offer of a payment, benefit or reward that is made by or on 

behalf of the Council in respect of the source’s activities; 

 
• any risk assessment made in relation to the source; 

 

• the circumstances in which tasks where given to the source; and 
 

• the value of the source to the Council. 
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9 Review process 
 

9.1 All authorisations legally extant must be reviewed by a Director within six weeks of 

being granted. Authorising officers are, however, encouraged to consider review of 

authorisations after the shortest period possible commensurate with the effectiveness of 

the operation/investigation. The 
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purpose of the review is to monitor the effectiveness of the surveillance and its continued 

necessity and proportionality. 

 
10 Renewals and cancellations 

 

10.1 If it is thought necessary for the authorisation to continue beyond the initial period 

authorised, a renewal application should be submitted shortly before the original 

authorisation ceases to have effect. 

 
10.2 Authorisations may be renewed by an authorising officer at any time before the 

original has ceased to have legal effect. If not renewed, the authorisation ceases to have 

effect. Any activities undertaken after that point would not be properly authorised. 

 
10.3 The Authorising Officer must apply to the application the same criteria as justified 

the original authorisation. The whole circumstances of the case must be fully 

considered in terms of RIPSA, this procedure and the relevant Code of Practice. Any 

risk assessment must also be reviewed. 

 
10.4 Authorisations may be renewed on more than one occasion and will have effect for 

the same period as the original authorisation. 

 
10.5 Before renewing authorisation for the conduct or use of a CHIS, the authorising 

officer must be satisfied that a review has been carried out of the use made of the 

source, the tasks given to the source and the information obtained from the conduct or 

use of the source and consider the results of the review. 

 
10.6 The authorising officer must cancel any authorisation as soon as he/she is satisfied 

that it no longer meets the criteria for authorisation. The authorising officer will then 

check the arrangements in place to terminate the surveillance and the handler will advise 

the source (if any) involved in the operation. 

 
11 Documents / forms 

 

11.1 Directed Surveillance – Written Authorisation: This application must be completed by 

the applicant officer in all cases not covered by oral authorisation (below). The 

authorisation section must be completed by the authorising officer. It is effective from 

the time that approval is given. 

 
11.2 Directed Surveillance - Oral Authorisation: This is a record of oral authorisation. When 
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urgent oral authorisation has been sought, the authorising officer must make a record of 

the oral authorisation given as soon as practicable thereafter. Oral authorisation should 

only be used in cases where the urgency of the situation makes the submission of a 

written application impractical (but application officers should also consider whether 

section 1(2)(c) of RIPSA applies – immediate response to events does not require 

authorisation). This procedure should not be used where the need for authorisation 

has been neglected or the urgency is of the applicant or authorising officer’s own 

making. 
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11.3 Directed surveillance – Renewal of Authorisation: The application section should be 

completed by the applicant in all cases where surveillance is required beyond the 

previously authorised period (including previous renewals). Renewal authorisation must 

be obtained before the expiry of the original authorised period if the operation is not 

to cease pending the processing of the renewal application. Again, the renewal of 

authorisation must be completed by the authorising officer. 

 
11.4 Directed surveillance – Cancellation: This form should be completed by the 

authorising officer when the authorisation ceases to be either necessary or appropriate. 

 
11.5 Covert Human Intelligence Source – Application for Authorisation: This should be 

completed by the applicant officer when seeking to use a CHIS (unless it is a case where 

oral authorisation has been sought and obtained). If granted, it will be countersigned 

by the authorising officer. It is effective from the time approval is given. A separate 

application will not be required each time the source is given a new assignment, 

provided the application specifies the task in broad enough terms to cover each 

assignment. If the nature of the assignment changes, however, the existing 

authorisation should be cancelled and a new application for authorisation submitted. 

 
11.6 Covert Human Intelligence Source – Record of Oral Authorisation: Oral authorisations 

for the use or conduct of a CHIS are expressly discouraged. In emergency 

circumstances where these are required, the authorising  officer must  make a  record 

of the  authorisation given  as soon  as practicable. The record should make clear that 

an oral authorisation has preceded the completion of the form and that fact and the 

particular emergency circumstances must be fully recorded on the form. This procedure 

should not be used where the need for authorisation has been neglected or where the 

emergency is of the applicant or authorising officer’s own making. 

 
11.7 Covert Human Intelligence Source – Renewal of Authorisation: The application section 

should be completed by the applicant in all cases where conduct or use of the source is 

required beyond the previously authorised period (including previous renewals). The 

renewal of authorisation section should be completed by the authorising officer. 

Renewal authorisation must be obtained before expiry of the original authorised period 

if the operation is not to cease pending processing of the renewal application. 

 
11.8 Covert Human Intelligence Source – Cancellation of Authorisation: This should be 

completed by the authorising officer when the authorisation ceases to be either 
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necessary or appropriate. An authorising officer who has granted or renewed an 

authorisation for a CHIS must cancel it if authorised use or conduct no longer 

satisfies the criteria applying to its grant or renewal (i.e. the conduct is no longer 

necessary or proportionate or security/welfare/handling etc. arrangements no longer 

exist). In these circumstances, the authorising officer should not await an application 

to cancel, but must take the initiative him/herself. 
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12 Security and retention of documents 

 

12.1 Documents created under this procedure are highly confidential and must be treated 

as such. Services must make proper arrangements for their retention, security and 

destruction, in accordance with the requirements of the Data Protection Act 1998 and 

the Codes of Practice. 

 
12.2 All applications must be retained – both those granted and those refused. The Codes of 

Practice recommend retention of RIPSA records for a period of at least three years 

from the cessation of the authorisation. As the applications will likely contain 

information of a sensitive nature, officers should ensure that it is kept properly secure. 

 
12.3 Documents will be inspected periodically by the Office of the Surveillance 

Commissioner (OSC), which has statutory powers of inspection. No records should be 

destroyed until after they have been inspected by the OSC. 

 
12.4 The Monitoring Officer (Director of Law and Administration Services) must maintain a 

register of all current and past authorisations. Authorising Officers must ensure that 

sufficient records (of authorisations, renewals, cancellations and oral authorisations) are 

provided to keep this up-to- date. Information which must be provided to the 

Monitoring Officer includes: 

 
• a copy of the application and authorisation, together with any supporting 

documentation and notification of the approval given by the authorising officer; 

 
• a  copy  of  any  application  for  renewal,  together  with  the  supporting  

documentation submitted when the renewal was requested; 

 
• the results of any reviews carried out by the authorising officer, including any 

cancellations and the reasons for those; 

 
• the reasons, if any for refusing authorisation or refusing an application for renewal; 

and 
 

• the date and time when any instruction was given by the authorising officer to 

cease using a CHIS. 

 
13 Data protection 

 

13.1 Any evidence obtained through surveillance activities will in most cases constitute 
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personal data for the purposes of the Data Protection Act 1998. This requires that 

personal data should (amongst other things) be adequate, relevant, accurate, up-to-date, 

not excessive and kept secure. 

 
13.2 In relation to the relevance requirement, the Codes of Practice recommend that material 

acquired through collateral intrusion should be removed from files. However, 

Council officers must be careful to avoid endangering the evidential value of any 

material recovered before destroying any parts of it. 
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13.3 Data subjects have a right to request personal data held about them. A request for 

access to material acquired through surveillance should be handled under the 

Council’s normal subject access request procedures. In many cases, this may mean 

that access to the information is refused on the ground of possible prejudice to the 

prosecution of an offence, but this must be assessed on a case-by-case basis. 

 
14 Confidential information 

 

14.1 RIPSA does not provide any special protection for confidential information, but it does 

require a higher level of authorisation. In operations where confidential information is 

likely to be involved, authorisation should be sought from the Chief Executive rather 

than the usual authorising officer. 

 
14.2 Confidential information includes: 

 

• information subject to legal privilege (which attaches to most communications 

between a professional legal adviser and a client); 

 
• confidential personal information (information held in confidence relating to the 

physical or mental health or spiritual counselling of a person); and 

 
• confidential  journalistic  material  (created  for  journalism  but  supplied  

subject  to  an undertaking to hold it in confidence). 

 
14.3 Legal advice should be obtained if any of these types of confidential information are 

likely to be involved in an operation. 

 
15 Surveillance activities by other public authorities 

 

15.1 Council officers may be asked to assist in surveillance operations being conducted by 

other public authorities, such as the police, the Benefits Agency, or HMRC. In 

such cases, it is for the organisation seeking assistance from the Council to ensure that 

it has appropriate authorisations in place. Council officers should ask to see those 

authorisations, or at least written confirmation that they have been granted. 

 
15.2 If the Council is acting jointly with another body, but carrying out its own surveillance 

activities, the Council should have its own authorisations in place. 

 
16 Complaints 
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16.1 Any person who is aggrieved by any conduct which falls within the scope of this 

procedure is entitled to complain to the Investigatory Powers Tribunal, at the following 

address: 

 
Investigatory Powers 

Tribunal PO Box 33220 

LONDON 

SW1H 9ZQ 
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16.2 The Tribunal has power to award compensation where there has been a failure to 

following the appropriate procedures under RIPSA and can make any other order it 

thinks fit, including orders quashing any grant of authorisation and requiring the 

destruction of records obtained. 

 
16.3 Complaints may also be directed via the Council’s internal complaints procedure. 
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APPENDIX – RIPSA FLOWCHART 
 

Do I need authorisation for directed surveillance under the Council’s RIPSA policy? 
 
 

Does the proposed activity relate to anything taking 

place on residential premises or in any private vehicle, 

and does it involve the presence of an individual on 

the premises or in the vehicle, or the use of a 

surveillance device in the premises/vehicle? 

 
 

Yes 

No 
 
 

Does the proposed activity amount to covert (but non- 
intrusive) surveillance? Surveillance is covert if (and only 

N
o 
if) it is carried out in a way that is calculated to 

ensure that the person subject to the investigation is 

unaware that it is or may be taking place. 

 
 

No RIPSA authorisation needed 
for 
overt surveillance. 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

No RIPSA authorisation needed if 

covert surveillance is carried out 

as part of the Council’s general 

observation activities. 

Is  the  surveillance  conducted  for  the  purposes  of  a 

specific investigation or operation? 

Is it likely that the surveillance will result in private 

information about a person being obtained (either the 

person being investigated, or another person)? 

No RIPSA authorisation 
needed. 

Is the surveillance being conducted by way of an immediate 

response to events or circumstances, the nature of which is 

such that it would not be reasonably practicable for RIPSA 

authorisation to be obtained? 

No RIPSA authorisation 
needed. It would be good 
practice to record reasons 
for this decision. 

No 

Yes 

No 

Yes 

Yes 

Yes 

 
 

Yes 

This is intrusive surveillance. 

The Council cannot undertake 

this sort of activity. 
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Yes 
 

RIPSA authorisation is 

required. 

 
 

 

 
 

 
 

Do I need authorisation for the conduct of a human intelligence source under the 

Council’s RIPSA policy? 

 

 

 
 

 
  
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

No RIPSA authorisation needed. 
E.g. if member of the public 
volunteers information about 
another person to the Council, 
without being induced, asked or 
tasked by the Council, that 
person is not a CHIS for the 
purposes of RIPSA. 

No RIPSA authorisation needed. E.g. a 
member of the public maintaining a 
record of visitors to a property does not 
require any relationship to be 
established. This may still need to be 
authorised under RIPSA as directed 
surveillance. 

Will the source be establishing or maintaining a 

personal or other relationship with another 

person in the course of the proposed activity? 

Is the relationship established or maintained 

for a covert purpose, i.e. is it conducted in a 

manner that is calculated to ensure that one 

of the parties to the relationship is unaware of 

the purpose? 

No RIPSA authorisation needed. 

Is  the  Council  inducing,  asking  or  assisting  a 

person to engage in what might amount to the 

conduct of a covert human intelligence source 

(CHIS), or to obtain information by means of the 

conduct of a CHIS? 

No 

Yes 

No 

Yes 

No 

Yes 

 
 

RIPSA authorisation is 

required. 

 
 

 
 

 
 

 
 

Is the activity for one of the following purposes: 
 

(i) preventing   or   detecting   crime   or   the 

prevention of disorder; 

 
(ii) in the interests of public safety; or 

 

(iii) protecting public health? 

An authorisation for directed surveillance is 
only appropriate for these specified 
purposes. In other cases, covert surveillance 
should be conducted under any other 
applicable legislation. Regard should always 
be had to the Data Protection Act 1998. 

No 

Yes 
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Will I be able to get a RIPSA authorisation for the directed surveillance or CHIS activity? 
 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
  

 
 

  
 

 
 

Is there a lawful purpose for the proposed 

activity, i.e. is it necessary (i) for the purpose 

of preventing or detecting crime or the 

prevention of disorder; in the interests of 

public safety; or for protecting public health? 

RIPSA authorisation will not be granted. Legal 

advice may be needed on whether there is 

another lawful basis to carry out the 

investigation. 

Have you considered all reasonable 

alternatives to the proposed 

surveillance activity? Are you able to 

evidence those? 

RIPSA authorisation will not be granted. 

Would  those  alternative  methods  be 

likely to achieve the same results? 

RIPSA authorisation will not be granted. 

No 

Yes 

No 

Yes 

Yes 

No 

 
 

RIPSA authorisation is 

required. 

 
 

 
 

Is that relationship established / maintained 

for the following purposes: 

 
(i) covertly using the relationship to 

obtain information or to provide 

access to any information to another 

person (including the Council); or 

 
(ii) covertly disclosing information 

obtained by the use of or as a 

consequence of the existence of the 

relationship? 

No RIPSA authorisation needed. No 

Yes 
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[For CHIS only] Have you made appropriate 

arrangements to safeguard the security and 

welfare of the CHIS in terms of the Council’s 

policy, e.g. are there identified officers to act as 

handler and controller? 

RIPSA authorisation will not be granted. 

[For CHIS only] Is there any potential adverse 

community impact (e.g. an undermining of 

community confidence in the Council, or a risk 

of harm to members of the community) as a 

result of the conduct or use of a CHIS? 

Ensure that there are appropriate safeguards in 

place and that other relevant public authorities 

(such as the police) have been consulted with. 

Then continue with steps below. 

No 

Yes 

Yes 

No 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

Balancing the size and scope of the 

proposed activity against the gravity and 

extent of the conduct being investigated, is 

it reasonable to carry out surveillance? 

RIPSA authorisation will not be granted. 

Will the proposed surveillance methods 

cause the least possible intrusion to the 

people subject to the investigation, while 

also ensuring the effectiveness of the 

investigation? 

RIPSA authorisation will not be granted. 

Is there likely to be any collateral 

intrusion (i.e. infringement of the privacy 

rights of people not subject to the 

investigation)? If so, have you taken all 

reasonable steps to minimise such 

infringement? 

RIPSA authorisation will not be granted. 

No 

Yes 

No 

Yes 

No 

Yes 
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Submit the form to an appropriate 

authorising officer, who will then apply the 

legal tests for authorisation. 

 
 

 
 

 
 

 
 

Have you followed all of the procedures set 

out in the Council’s RIPSA policy and 

completed the appropriate form? 

Seek advice from your line manager or Legal 
Services if you are unsure about how to 
proceed. 

No 

Yes 
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