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1. Purpose of Report

1.1  This report provides an update on progress with embedding Corporate Risk
Management (CRM) arrangements.

2. Recommendations

2.1 lItis recommended that the Audit Committee notes:
(1) the Corporate Risk Management Update,
(2) the updated Corporate Risk Register (CRR); and

(3) that a Members’ Risk Workshop / Training will be arranged.

3. Background

3.1 In April 2018 the Audit Committee considered the revised CRM Policy and
Framework (subsequently approved by Executive on 15 May 2018), and noted:

e progress with embedding CRM arrangements; and
e the Corporate Risk Register (CRR).

3.2 ltisa key function of the Audit Committee to review and seek assurance on
the Council’'s framework of risk management, governance, and control.

4. Considerations

4.1  Since April 2018, Services have been undertaking a range of actions to
embed risk management. A summary of progress is at Appendix 1.

4.2 In addition:



4.3

5.1

6.1

6.2

6.3

6.4

e the review of Governance Groups (including self assessment of role and
effectiveness) is progressing. A summary of progress / outcomes to date
Is at Appendix 2;

o the Integrated Assurance Map (IAM), at Appendix 3, continues to be
developed. This provides a view of assurance across various sources,
including the CRM Team, Internal Audit, External Audit, and other
inspection bodies;

e Services are working to ensure that meaningful consequences, controls,
and lessons learnt are included in the CRR (at Appendix 4);

e aMembers’ Risk Workshop / Training will be arranged; and

e risk management has been embedded within the Council of the Future
Programme, via a Risk Strategy and Programme Risk Register.

The CRM Team and CRM Group will continue to work with Services to
improve and embed CRM arrangements.

Consultation

Members of Corporate Management Team (CMT) have been consulted.

Implications

Financial

There are no direct financial implications arising from this report.
Resources

There are no direct resource implications arising from this report.
Legal

There are no direct legal implications arising from this report.
Risk

The key risk is failure to effectively identify, assess, mitigate, and report on the
risks to delivering outcomes.

Equalities



6.5

6.6

7.1

An Equality and Poverty Impact Assessment (EPIA) was not required for this
report.

Sustainability / Environmental Impact

An Environmental Impact Assessment (EIA) was not required for this report.

Conclusions

Work continues to be undertaken to embed risk management arrangements
across the Council, and the CRM Team and CRM Group will continue to work
with Services to improve and embed CRM arrangements.

Director of Corporate & Housing Services
Author(s): Hugh Coyle, Corporate Risk Co-Ordinator, 01324 506 286,

hugh.coyle @falkirk.gov.uk
Date: 14 September 2018

APPENDICES
Appendix 1: Progress with embedding CRM arrangements

Appendix 2: Governance Group reviews and effectiveness
Appendix 3: the Integrated Assurance Map (IAM)

List of Background Papers: None
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Progress with Embedding CRM Arrangements

Children’s Services

Corporate and Housing Services

Development Services ’

Appendix 1

Social Work Adult Services ‘

Corporate Risk Register (CRR) Reviews
Reviewed by Lead Officers and
Senior Management Teams (min) 6 monthly.

Service Management Teams have agreed to review risks every 3-4 months.

o1

A)

A

ot

Controls /Review Mechanisms
CRR identifies Policies / Strategies /
Plans and Review Mechanisms.

Measureable Controls and
Review Mechanisms need to be

confirmed for all corporate risks.

Measureable Controls / Review
Mechanisms to be confirmed.

Controls / reviews to be followed
up as part of HoS / Manager
1:1s.

Measureable Controls / Review
Mechanisms to be confirmed.

Q1

Incidents and Lessons Learnt
Identified on CRR
and Action Plans are in place.

Some good examples of lessons
learnt being reported to CRMG,
which improves risk awareness.

SMT to confirm process for
reviewing incidents, claims, etc.

SMT review audit reports, self
assessments, Service review

actions, and insurance claims.

SMT to confirm process for
reviewing incidents, claims, etc.

ot

ot

@1t

_— )

Measurable Actions and Pls
(including COTF, Service, and Divisional Plans)
are linked / mapped to all risks on Pentana.

Service, Divisional, and other plans are still being developed and added to Pentana (as part of the Service Planning process).
These will be linked to corporate risks incrementally. This should include significant actions arising from audits, inspections, etc.

Roll out e-Learning and SSSC

Training
Targeted roll out of E Learning.
Additional needs identified via APDS.

Roll out E-Learning in schools.
Develop SW C&F training.

E-Learning has been rolled out to staff at Team Leader and above.
More targeted / refresher training is to be identified as part of APDS.

Risk Resource. Review Care
Homes Risk Reviews / Training.

9f

91t

Service Manager (Operational) Risks

Service Risk Reviews to be rolled
outas partof HT / Manager

Service Risk Reviews to be rolled out (ie Managers need to be engaged in risk reviews by D/SMTSs).
The method can be flexible, eg HoS and Manager 1:1s, or Extended SMT meetings.

Reviews undertaken (minimum) Quarterly, and Meetings.
linked to actions on Pentana. @ ﬁ ﬁ
. Limited @ Substantial ﬁ Improved since @ Not clear, more
Key: * No Assurance L_db Assurance Assurance lastreview informationis needed




Appendix 2

Governance Group Reviews and Effectiveness

Assurance
Name Lead Service
Level

Public Protection and Community Justice Chief Officers’ Strategy Group
2 Best Value Working Group CHS
3 Capital Planning and Review Working Group CHS
4 Community Planning Strategic Board CHS
5 Corporate Risk Management Group CHS
6 Council of the Future Board CHS /
7 Procurement Board CHS
8 Safety @ Work Group CHS
9 Strategic Housing Group CHS
10 Fairer Falkirk Partnership CHS /
11 Information Management Working Group CHS
12 Corporate Asset Management Group DS /
13 Corporate Sustainability Group DS /
14 East of Scotland Regional Resilience Partnership DS
15 Integrity / CONTEST Steering Group Cs
16 Criminal Justice Change Program Board Cs x
17 Social Work Information System (SWIS) Program Board Cs
Key:
Lead Service Assurance Level
CHS Corporate & Housing Services Substantial
CS Children’s Services Limited (some aspects need better embedded)
DS Development Services x None — as Self-Assessmentis Outstanding




Integrated Assurance Map

Table 1—- High Risks

Appendix 3

Risk Summary CITAMENES (€U Most Recent Review Next Planned Review
(where relevant)
Lead Risk Title Grou Review CRM Internal External CRM Internal External
Service P Status Review Audit Audit Review Audit Audit

CE Failures in Leadership, Governance, and Decision Making. 2018/19 2018/19
CE Uncertainties surrounding Brexit. 2018/19

AS Health and Social Care Integration. 2017/18 2018/19 2018/19
CS Closing the Gap in Attainment. fg;géligg 2018/19 Ongoing
cs Criminal Justice Review. CIPB ) 4 2014/15 | 2016/17

cs Getting It Right For Every Child

(GIRFEC) Change Program.
cs Public Protection (Adults and Children). prcicosc| 2017/18 +2(())r1-gé)]i-r?g Ongoing
CHS Failure to implement Iessor_ls Iear_ntfrom housing fires and SHG @ 2018/19
associated risks
Failure to recognise, and act upon, the need for transformational . Ongoing . .
CHS change and continuous improvement. COTFB @ Ongoing Best Value Ongoing Ongoing
Failure to monitor, measure, manage, and mitigate the impacts of

CHS Welfare Reform and Poverty. FFP @ 2013714 2018/19

CHS Insufficient funding to deliver services and deliver outcomes. 2018/19 Ongoing
CHS Failure to properly discharge equalities duties

CHS Failures in workforce planning, |n0|ud|ng abse.nce, vacancy 2017/18

management, and succession planning.
CHS Compromised security, or |nefﬁ0|_ent use, of the Council’s data and IMWG @ 2016/17 2018/19
information asset.
CHS Cybersgcur!tylnude_'nt compromises IT |nfrastrqcture, corporate IMWG @ 2017/18 2018/19 2019/20
application, social media channel, or data / information.
Failure to undertake proper engagement and consultation with
CHS service users, stakeholders, and partners on the delivery of services. cpsB @ 2017718 2015/16




Table 2 — Medium Risks

Appendix 3

Risk Summary EDUMEIEE EroLie Most Recent Review Next Planned Review
(where relevant)
Lead Risk Title Grou Review CRM Internal External CRM Internal External
Senvice P Status Review Audit Audit Review Audit Audit

AS Self-Management/ Independent Living (including Self-Directed Support). 2013/14 2016/17 2018/19

CSs Tackling Bureaucracy and Reducing Workload in Schools 2015/16 2018/19

CS Social Work - Risks Identified in CSWO Annual Report PPCJCOSG x Ongoing Ongoing

Failure to Deliver Scottish Government

cs Early Years Expansion (by 2020) 2016/17 2018/19
CSs SSSC Code of Conduct - Recent Changes

CS Social Work Information System (SWIS) Replacement SWIS PB @

cs CONTEST, Integrity, and Serious Organised Crime. ICSG & 2018/19

CHS Failure to provide a safe environment for employees and visitors. SWG @ 2016/17 2018/19

CHS Failure to comply with Scottish Housing Quality Standards (SHQS). SHG @ Ongoing 2018/19 Ongoing
CHS Failure in Financial Management Control, or Assurance. CPRWG @ Ongoing Ongoing 2018/19 2018/19
CHS Procurementand Comn.nssmnl.ng arrangem ents fail to secure bgstvalue, PB @ 2017/18 2014/15

and demonstrate compliance with Council standards or legal requirements.

DS Environmental Risks: Energy, Waste, and Sustainability CSG @ 2017/18 2018/19

DS AssetManagement[Use, Condition, Suitability, Availability, and Reliability]. CAMG @ 2018/19

DS Cemeteries /Head Stones Safety — Lessons Learnt from Fatal Accident at

Craigton Cemetery, Glasgow.
DS Regulatory Enforcement.
DS Resilience: Business Continuity and Emergency Planning EoS RRP @




Appendix 3

Table 3: Corporate Risk Register and Integrated Assurance Map Key

Lead Service Governance Groups

AS Adult Services BVWG Best Value Working Group
CE Chief Executive CPRWG Capital Planning and Review Working Group
cs Children’s Services gggé Public Protegﬂf?cneﬁsquggggglrigj\;ustice Chief
CHS Corporate & Housing Services CPSB Community Planning Strategic Board
DS Development Services CAMG Corporate Asset Management Group
CSG Corporate Sustainability Group
CRMG Corporate Risk Management Group
COTFB Council of the Future Board
CLT Culture, Leisure, and Tourism EoS RRP East of Scotland Regional Resilience Partnership
ED Economic Development FFP Fairer Falkirk Partnership
EDU Education ICSG Integrity / CONTEST Steering Group
ENV Environment IMWG Information Management Working Group
HSC Health and Social Care PB Procurement Board
HOU Housing SWG Safety at Work Group
LEA Leader of the Council SHG Strategic Housing Group
PP Public Protection SWIS PB Social Work Information System Programme Board
RES Resources CJPB Criminal Justice Change Programme Board
@ Green: The ris£l1< rmaé)sn?hese(nlrzeovig;vyzc)i within the last @ Green: The actionis on target or has been completed
x Red: The ri|ztpj?n%%ttﬁgigzr§ﬁ§;gd within the J Amber: The action is slightly behind target
O Red: The action is significantly behind target
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Corporate Risk Reqgister

Table 1: Summary of High Risks

Lead: ChiefExecutive

Appendix 4

: Governance 7 .
Risk Title Usligien Risk Group Portiolio Last Review etz
(if relevant) | .. Holder Status
(if relevant)
Failures in Leadership, Governance, and Decision Making. Medium LEA 11 Apr 2018 @
Uncertainties surrounding Brexit. Low LEA 24 Jul 2018 @

Lead: Adult Services

Health and Social Care Integration.

Medium

22 Aug 2018

o

Lead: Children's Services

Closing the Gap in Attainment. Medium EDU 21 Jun 2018 @

Criminal Justice Services. Low CJPB PP 13 Jul 2018 @

Getting It Right For Every Child (GIRFEC) Change Program. Medium PP 13 Jul 2018 @
Public Protection (Adults and Children). High PPCJCOSG PP 13 Jul 2018 @

Lead: Corporate & Housing Services

Failure to implementlessons learnt from housing fires and

service users, stakeholders, and partners on the delivery of services.

- ; Medium SHG HSG 23 May 2018 @

associated risks.
Failure to recognise, and act upon, tht_e need for transformational Medium COTFB LEA 11 Jul 2018 @

change and continuous improvement.
Failure to monitor, measure, manage, and mitigate the impacts of .
Welfare Reform and Poverty. Medium FFP LEA 17 Aug 2018 @
Insufficient funding to deliver services and deliver outcomes. Medium LEA 24 May 2018 @
Failure to properly discharge equalities duties. Medium 23 Nov 2017 x
Failures in workforce planning, mcluo!lng abse_nce, vacancy Medium RES 11 Jul 2018 @
management, and succession planning.

Compromised security, or inefﬁc!ent use, of the Council’s data and Medium IMWG RES 17 May 2018 @

information asset.
Cyber se_curl_tylnmde_nt compromises ITlnfrastru_cture, corporate Medium IMWG LEA 17 Aug 2018 @

application, social media channel, or data / information.

Failure to undertake proper engagement and consultation with Medium CPSB LEA 17 Aug 2018 @




Table 2: Summary of Medium Risks

Lead: Adult Services

Appendix 4

: Governance n .
Risk Title 'I_'arget R Group el Last Review XSS
(if relevant) | .. Holder Status
(if relevant)
Self-Management/Independent Living (including Self-Directed PPCICOSG PP 18 Jul 2018 @
Support).

Lead: Children's Services

Tackling Bureaucracy and Reducing Workload in Schools. Low EDU 13 Jul 2018 @

Social Work - Risks Identified in Chief Social Work Officer Low PPCJICOSG PP 13 Jul 2018 @
Annual Report.

Failure to Deliver Scottish Government Early Years Expansion Low EDU 13 Jul 2018 @

(by 2020).

SSSC Code of Conduct - Recent Changes. Low RES 13 Jul 2018 @

Social Work Information System (SWIS) Replacement. Low SWIS PB RES 13 Jul 2018 @

CONTEST, Integrity, and Serious Organised Crime. ICSG LEA 03 Jul 2018 @

Lead: Corporate & Housing Services

Failure to provide a safe environmentfor employees and visitors. Medium SWG LEA 11 Jul 2018 @
Failure to Comply with Scottish Housing Quality Standards .
(SHOS). Medium SHG HSG | 24Jul2018 | (@
Failure in Financial Management Control, or Assurance. Medium CPRWG LEA 11 Jul 2018 @
Procurement and Commissioning arrangements fail to secure
bestvalue, and demonstrate compliance with Council standards Medium PB LEA 25 May 2018 @

or legal requirements.

Lead: DevelopmentServices

Environmental Risks: Energy, Waste, and Sustainability. Medium CSG ENV 12 Jul 2018 @

Asset Management [Use, Con_diti_qn, Suitability, Availability, and Medium CAMG LEA 23 Jul 2018 @
Reliability].

e ewv o1 g 20is| @

Regulatory Enforcement. Medium ENV 06 Aug 2018 @

Resilience: Business Continuity and Emergency Planning. EoS RRP PP 25 Jul 2018 @




Chief Executive

Appendix 4
Table 3: Details of High Risks

Risk Ref.

CRR CE G 01

Current Target Risk

Risk Title (if relevant)

Risk

Failures in Leadership, Governance, and Decision Making

Governance Group
(if Relevant)

Portfolio Holder Lead Officer [

Likelihoocd
Likelihood

Leader of the Council Chief Executive

Impact Impact

Risk Statement

Ineffective leadership could resultin the Council failing to make effective decisions and to
progress the priorities setoutwithin the Strategic Outcomes and Local Delivery Plan (SOLD)
and Corporate Plan.

The issuescould include:

- ineffectively designed orimplemented decision making and scrutinystructures;

- a lack of constructive and productive relationships across Members, Officers,and/ or
Partners;

- professional advice notbeing soughttimeouslyand/ or not being acted upon;

- a lack of challenge by Officers / Members;

- conflicts of interest, and a lack of pace and ambition to respond effectively to the Council's
challenges.

Worst Case
Consequences

- Fundamental breakdown in Officer, Member, and / or Partner relationships;

- Failure to deliver Best Value services and make well-informed decisions;

- Audit criticism, resulting in reputational damage and/or external intervention;

- Decisions could be challenged due to poor accountabilityor transparency; and Officers and /
or Members fail to respond effectively to the Council’s challenges.

Controls / Mitigation

- Clearand agreed governance structures, in line with Standing Orders;

- Improvementis pursued by Officers and Members with pace and ambition;

- Timely engagementand consultation with all Stakeholders (including Partners);

- Clearschemes ofdelegation and accountabilitythroughoutthe organisation;

- Transparentdecision-making processes are supported by professional staff;

- Committees reporttemplate; and Integrity Policies —including Code of Conductfor Members
and Officers.

How do we monitor that
controls are working
effectively?

Independent, external, review and scrutiny, e.g. BestValue reviews.

What more can we do to
reduce the risk?

The following actions are being taken to improve / embed effective decision making:

- Best Value Report— ImprovementAction Plan.

- Committee Report Template to be embedded through training and challenge.

- Leaders should model /embed a culture of scrutiny, challenge, and accountability. Ongoing
developmentoftools that will provide Officers and Members with better quality information, to
improve timely decision making.

Lessons Learnt

| LATEST NOTES

BestValue reports have highlighted the need for effective decision making, including effective
governance and relationships amongst Members, Officers, and Partners; and a need for a
shared commitmentto addressing the Council's budgetchallenges with pace and ambition.

Date

Latest Note Reviewed

This riskwas updated in May 2018. The risklevel has been increased from Medium to High.

11 Apr 2018




Appendix 4

. . . Current Target Risk
Risk Ref. Risk Title Risk (if relevant)

CRR_CE G 02 Uncertainties surrounding Brexit

Governance Group
(if Relevant)

Portfolio Holder Lead Officer

O

Likelihood
Likelihood

Leader of the Council Chief Executive

Impact Impact

Falkirk Councilis engaging with COSLA re the impactof Brexit nationally. The mainriskis not
knowing whatexactly is going to happen, making planning difficult.

Locally, there are 3 primary areas that may impacton the Council:
Risk Statement

- EU funding of future projects (and the economicimpact);

- EU workers (in particular, seasonal workers); and

- EU citizens employed by the Council (in particular, teaching and care staff, where there are
already resource pressures).

- Resources are further stretched / detracted from Corporate priorities;
- Failure to manage change, e.g.legislation; and
- Failure to deliver Best Value services and make well-informed decisions.

Worst Case
Consequences

Development Services will continue to lead on discussions with COSLAand provide updates to

Controls /Mitigation CMT and CRMG.

How do we monitor that
controls are working
effectively?

What more can we do to |HR are trying to identify and supportall affected employees, e.g. with citizenship applications.

reduce the risk? Services have been asked to help ensure thatthis work is progressed.
Lessons Learnt Previous elections and referendums.
Date
Latest Note e
This riskwas reviewed by CRMG on 01 June, and the information above has been updated to reflect the 24 Jul 2018

minutes ofthose discussions.

The Lead Officer is the Chief Executive, but Development Services lead on monitoring this risk and
providing updates to CMT and Members.




Adult Services

Appendix 4

Risk Ref.

IJB.00 /CRR.AS1

Current
Risk

Target Risk

Risk Title (if relevant)

Health and Social Care Integration

Governance Group
(if Relevant)

Portfolio Holder Lead Officer

Likelihood
Likelihood

Health and Social Care | Head of Social Work Adult Services

Impact Impact

Risk Statement

The riskis that Adult Services fail to meetthe commitments agreed bythe 1JB, as setout within
the HSCP's Strategic Plan.

The IIB has established an Audit Committee with responsibilityfor oversightof 1B risk
managementarrangements. The Audit Committee should receive a quarterly Strategic Risk
Register update reportand regularrisk managementreports. These reports focus on 1IB risks.

The Audit Committee will receive an updated Strategic Risk Registerreportduring 2018 which
will take accountof the proposalsto transfer operational responsibilityfor some NHS services
to the 1JB.

There is a risk that this transfer could destabilise Adult Social Care Services. In June 2018 the
ChiefExecutive of Falkirk Council presented areportto Falkirk 1JB which included the following
statement:

“There remains uncertaintyaround the managementstructure to be transferred, with no
agreementon the appropriate seniorityof transferring posts. [funresolved, this would resultin
the Chief Officer and Head of Adult Social Care being overburdened with unfeasible spans of
control, which is a significantrisk for the services transferring as well as adultsocial care. The
Council cannotsupporta proposal thatcould undermine adultsocial care and the vulnerable
people it protects.”

Worst Case
Consequences

- Financial and Project: Budget overspends due to inabilityto effectively manage pressures.
Service failures.

- Harm:serious harm (death /injury) and disadvantage /inequalities.

- HR: significantissues, including stress absence /claims.

- Reputation: national media interestand/or loss of confidence.

- Service: opportunities to improve services, efficiencies, outcomes.

Controls /Mitigation

As per IJB Risk Register.

How do we monitor that
controls are working
effectively?

Project and Strategic Risks, Service Planning, and Performance review processes will be
agreed and monitored by the Leadership Team and Integration Joint Board.

What more can we do to
reduce the risk?

1. See IUB Risk Register.
2. Internal Audit will provide consultancysupportas partof a wider review of risk management
andthe strategicriskregisterin 2018/19.

Lessons Learnt Lessons Learntwill be considered as partof future HSCP Leadership Team risk reviews.

Latest Note D_ate
Reviewed
Internal Audit will provide consultancysupportas partof a wider review of risk managementand the 22 Aug 2018
strategicriskregisterin 2018/19.




Children's Services

Appendix 4

Risk Ref.

Current
Risk

Target Risk
(if relevant)

Risk Title

CRR_CS 01 Closing the Gap in Attainment
Governance Group ; : = -
(if Relevant) Portfolio Holder Lead Officer E E O
Education / Children's Head of Education 3 3 |
Services Impact Impact

Risk Statement

The risks specificto Children's Services include: a) Increasing positive destinations /outcomes;
b) Meeting attainmenttargets / closing the attainmentgap; c) Improving pupil attendance; d)
Delivering zero tolerance strategy on illiteracy and innumeracyand e) managing the Pupil
Equity Fund.

Worst Case
Consequences

Prosecution or otherlegal remedy; Civil claims; Criticism & external intervention (e.g. Care
Commission and Criminal Justice Authority); Damage to reputation; Breakdown in
communications with partners leads to poor sharing ofinformation and decisions.

Controls /Mitigation

Monitored, scrutinised and reviewed by a) Children's Services Senior Leadership Team;b)
performance panel;and c) Scottish Government.

How do we monitor that
controls are working
effectively?

To be populated following next Children's Services risk register review.

What more can we do to
reduce the risk?

Progress the Curriculum for Excellence tasks within the Children's Services Service
Performance Plan (SPP), including:

- National Improvement Framework.

- Address the CFE priorities setoutin the Authority Expectations 2013-16.

- Support the practical applicationin learning and teaching of mobile devices.

- Ensure Workforce Planning and Recruitment meets Currentand Future Needs.

- Implementthe Literacy Strategy.

- Implementthe Numeracy Strategy.

- Improve Business Process and System to supportmore efficientwork-streams.

- Allocate attainmentchallenge funding to supportidentified schools.

Lessons Learnt -

Date
Latest Note Frntarr
PEF Funding initiatives are now being rolled out in schools and arrangements are in place to monitor the 21 Jun 2018
impacts ofthese initiatives on improved performance and equityacross our school estate.




Risk Ref.

Appendix 4

Current Target Risk

Risk Title (if relevant)

Risk

CRR_CS_02 Criminal Justice Services .
Governance Group . . = = —
(if Relevant) Portfolio Holder Lead Officer E E )
Criminal Justice Program Public Protection Chief Social Work Officer - - |
Board Impact Impact

Risk Statement

Offending happens on a daily basis. On occasion very serious crimes will take place and
sometimes bypeople on criminal justice supervision.

Worst Case
Consequences

Death or significantinjuryto others or significantdamage to property, poor communication and
decision making, particularlyifnot based on defensible assessments, maycause external
criticism and potential intervention. High Courttrials, Fatal Accident Enquiries , and significant
Case Reviews. Reputational risk to Council.

Controls / Mitigation

Following national and local guidance, acting carefully, ensuring Criminal Justice staffand
managers have excellenttraining and support. Working in partnership within, and outwith, the
Council.

How do we monitor that
controls are working
effectively?

MAPPA Working Group; Self Evaluations (e.g. Women & young Offender Services); FV
Criminal Justice Board; Evaluations By Care Inspectorate.

What more can we do to
reduce the risk?

Managing offenders is a muti-agencytask, all areas of the Council and our partners should
consider how they incorporate communication and capacitybuilding in this regard.

Lessons Learnt

Date
Reviewed

Latest Note

Reviewed Jun 18 - No change

13 Jul 2018




Appendix 4

. . . Current Target Risk
Risk Ref. Risk Title Risk (if relevant)

CRR_CS_04 Getting It Right For Every Child (GIRFEC) Change Program

Governance Group
(if Relevant)

Portfolio Holder Lead Officer

Likelihooed
Likelihood

Public Protection Head of Education
Impact Impact

The risks / challengesinclude:
a) Implementing "named person"responsibilities (GIRFEC);
b) Regulatorycompliance in regard to ASN (Additional SupportNeeds);
] c) Completing the inclusion review;
Rzl SelEreE: d)) Actiorq plar?s from the joint Children's Services inspection;
e) the information exchange and interface between named person and lead professional; and
f) Vacancy management-loss of seniormanagementand associated knowledge through
significantdownsizing.

Prosecution or other legal remedy; Civil claims; Criticism & external intervention (e.g. Care
Inspectorate and Criminal Justice Authority); Damage to reputation; Breakdown in
communications with partners leads to poor sharing ofinformation and decisions;

Implementation Plan for Named Person - August 2016.JCC RAG Resource Allocation Group -
subjectto review.

Worst Case
Consequences

Controls / Mitigation

How do we monitor that [ To be populated following next Children's Services risk register review.
controls are working
effectively?

Progress the Curriculum for Excellence tasks within the Children's Service Performance Plan
(SPP), including:

- Address the CFE Priorities setoutin the Service Plan;

- Develop and Implementthe Nurturing Programme and Nurturing Schools — Completed;

- Deliver the expansionin Early Years Provisionin line with the Children and Young People’s
Bill;

- Develop and Implementthe Procedures forthe Named Person, Team Around the Child and
Child's Plan;

- Implementimprovements Identified bythe Early Years Collaborative;

- Track, Monitor and Intervene to supportVulnerable Groups, especiallyLooked After Children
Plan for and Build Community Capacity in collaboration with relevant Stakeholders and
Partners;and

- Develop information protocol between Named Person Service and Lead Professionals.

Lessons Learnt -

Date
Reviewed

What more can we do to
reduce the risk?

Latest Note

Reviewed June 18 - No change 13 Jul 2018




Appendix 4

Risk Ref. Risk Title Current Risk Target Risk (if
relevant)
CRR_CS 08 Public Protection (Adults and Children)

Governance Group
(if Relevant)

Public Protection &

Community Justice Chief Public Protection Chief Social Work Officer
Officers' Strategy Group

Portfolio Holder Lead Officer

Likelihood
Likelihood

Impact Impact

There is a risk of harm to wlnerable children and young people and adults ifthe Council fails to
meetits statutory public protection duties. This includes Adult Supportand Protection; Child
Protection; and both sex offenders and violent offenders (Criminal Justice Service users).In
relation to Criminal Justice the riskis twofold (the protection of the communityfrom the service
user and the protection of the service user from the community). The delivery of Adult Support and
Protection (ASP) service is also overseen by, and accountable to, the IJB (integration Joint
Board).

The riskin terms of children is twofold:

- The needto keep children safe and avoid child deaths

- The reputational risk to the Council in this situation.

Risk Statement

Death or serious harm to a child / young person or wulnerable adults. Significant Case Reviews /

Worst Case Fatal Accident Enquiries /Court/ Prosecution or other external legal interventions. Potential
Consequences compensation claims. External criticism / intervention (e.g. Care Inspectorate or Criminal Justice
Authority). Reputational damage to the Council.

Currentrobustprocesses with partners regarding sharing ofinformation (including protocols). The
following processes MAPPA / IRD's / CP and ASP Case Conferences /CP/ ASP register
integrated/ Single shared assessment.

Controls / Mitigation Governance Structure - including risk auditand performance monitoring are in plce (e.g. Child
Protection Committee). Robusttraining programme for all Council and partner agency staff
regarding CP/ ASP / MAPPA. Awareness raising with the public. Police run scheme for
identification of sex offenders in local communities.

How do we monitor that
controls are working
effectively?

Council strategies (GIRFEC / Corporate Parenting). SOLD / Service Plans.

Working Groups established to progress issues relating to information sharing from Social Work,
Police and Health. Review progress in 3 months.

Lessons Learnt -

Date
Reviewed

Reviewed June 18 - No change to risk category. Work inthis area is continual. 13 Jul 2018

What more can we do to
reduce the risk?

Latest Note




Corporate & Housing Services

Appendix 4

Risk Ref.

CRR_CHS_A 07

Current
Risk

Target Risk

Risk Title (if relevant)

Failure to implement lessons learnt from housing fires and
associated risks

Governance Group Portfolio Holder Lead Officer E g
(if Relevant) 3 3
Strategic Housing Group Housing HS?g;e?t;Pz;r?guljiTsﬁztg&szgngcse”s]g Impact Impact

Risk Statement

There is a risk that the Council fails to implementlessons learntfrom housing fires and
associated risks.

The Council has a portfolio of over 16,000 houses, ofwhich over 1,000 of these are highrise
tower blocks. All properties have been constructed or maintained to the building regulations
pertaining atthat time. The Fire (Scotland) Act 2005 and associated amendments, sets the

regulatory framework through which the Council as landlord mustfollow.

Worst Case
Consequences

Fatalities, injury, loss ofhomes, significantfinancial cost, and reputational harm.

Controls / Mitigation

Key fire protection measures currentlyin place include:

- All properties have hard wired smoke alarms installed;

- Carbon Monoxide detectors in all properties with gas which are linked to the smoke alarm;
- Regulartesting and maintenance offire prevention equipmente.qg.: fire alarms; dryrisers;
emergencylighting and fire extinguishers, within high rise properties and other applicable
locations;

- Fire tested doors within highrise flats.

The following measures have been progressed since the Grenfell incident:

- Regularand effective liaison with Scottish Fire Service, including quarterlypremises visits to
High Rise flats.

- IndependentFire Risk Assessments completed and in place for each High Rise block.

- A numberofhousing staffhave been trained in fire safety and they undertake a programme of
fortnightly checks on the High Rise properties as partoftheir housing managementrole. Any
repairs orissues being identified are instructed for action immediately.

- Programme ofworks ongoing to install fire suppression systems within the Bin Store areas at
all Tower Blocks i.e: areas deemedto at risk of having combustible material. This measure has
been supported by the Fire Service.

- Programme ofinstallation of LED and emergencylighting within common closes of low rise
tenementproperties.

- Removed external cladding sheets to ensure the composition ofthe structure is correct,
including Fire Checks.

- Design work progressing to create additional liftopening points within each high rise block,
allowing both lifts access to all floors.

- Design work being undertaken regarding installation offire suppression systems within new
build properties.

- Monitoring and responding to consultations on emerging legislation in order to have early
actions and measures in place to respond to changing regulatoryframework.

How do we monitor that
controls are working
effectively?

What more can we do to
reduce the risk?

Continuing to monitor and progress the control above.

Lessons Learnt

- Need to maintain on-going programme of property checks, e.g. to ensure fire doors properly
sealed and closed; nofire hazards are in communal areas etc.

- Need to maintain on-going public awareness offire safety measures.

- Joint working with Scottish Fire and Rescue Service.

awareness and trained staff

time, we have in place a range of controls and measures to mitigate risk. However, we still awaitclearer
guidance/ legislation to flow from the Grenfell enquiry via Scottish Government. In the absence ofthis, the
riskremains high, until we can be satisfied thatwe have not onlyimplemented measuresin accordance with
current bestguidance butwe are alsoimplementing anynew requirements.

Date
Latest Note Reviewed
Clearand established processes now in place for monitoring and assessing fire safety. With greater 23 May 2018

in place, together with effective liaison with the Scottish Fire Service. At this
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Target Risk
(if relevant)

Current
Risk

Risk Title

Failure to recognise, and act upon, the need for
transformational change and continuous improvement.

Governance Group
(if Relevant)

@

Portfolio Holder Lead Officer

Council of the Future
Board

Likelihood
Likelihooel

Head of HR & Business

Leader of the Council .
Transformation

Impact Impact

Risk Statement

The Council fails to plan for, and implement, appropriate transformational change, leading to
missed opportunityand failure to deliver the rightservices, to the right people, in the right way,
and within budget.

Worst Case
Consequences

Failure to deliver the planned programme of Council ofthe Future work and to achieve the
required savings in the required timescales, leading to:

* absence ofrequired skills or expertise to deliver services;
¢ service failure (including delivery of statutory services); and
* external intervention in the running of the Council.

Controls / Mitigation

* COTF Boardin place (comprising elected Members and Chief Officers);
* Programme of COTF work agreed and being progressed;

* Change Manager and Project Management Office team appointed to ensure good practice
and drive pace of change; and

* Framework for COTF reporting, timelines, outcomes, and benefits developed and subjectto
constantreview.

How do we monitor that
controls are working
effectively?

* Reports on projects and reviews submitted to, and scrutinised by, the Council of the Future
Board, CMT, and Executive;

* Audit Committee monitors the effectiveness of COTF Risk Strategy / program governance;
* Change implemented, savings achieved, and performance improved, in line with agreed
outcomes.

* The Programme Management Office (PMO) have 1:1 reviews with Program Managers and

attend Service Change Boards to ensure that robustprojectassessments /documentation are
in place.

* Monthly project reports form the basis of Performance Panel reports for each Service’s COTF
service plan updates.

What more can we do to
reduce the risk?

* The Board will review the Program Risk Register at6 monthlyintervals (or by exception);

* Project lead officers will monitor projectrisks, as partof project managementarrangements;
® Oversight and scrutiny by CMT, Audit Committee, Executive, Council, and external audit;

¢ Internal audit of processes and controls; and

* Reviewing the change programme through Council of the Future proposals.

Lessons Learnt

Consideration has been given to bestpractice, lessonslearned byother Councils, feedback
from Audit Scotland, and programmes in place elsewhere.

| LATEST NOTES

Date
Latest Note e
The Board has considered its risks and continues to do so. Implementation ofthe programme and the 11 Jul 2018
foundations of culture change are, however, at early stages and need to continue to be monitored.
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Current Target Risk

Risk Title (if relevant)

Risk

Failure to monitor, measure, manage, and mitigate the
impacts of Welfare Reform and Poverty.

Governance Group Portfolio Holder Lead Officer E g O
(if Relevant) 3 3 |
Fairer Falkirk Partnership | Leader of the Council Head of Policy, Technology & Impact Impact
Improvement

Risk Statement

There is a risk that the Council fails to provide our residents with more accessible moneyadvice
and supportservices, to help people maximise theirincome and mitigate financial difficulties.
Failure to manage this risk effectively could affect the Financial Security outcomes in the Fairer
Falkirk Strategy.

A key riskis the introduction of Universal Credit, which creates a significantrisk ofincreased
poverty to peopleinour area due to the changes to the social securitysystem. Thereis alsoa
highrisk to the Council’s finances thatrentarrears increase, impacting on the Housing
Revenue Account.

There are also risks relating to the introduction of Local Advice and Support Hubs. Significant
work is required within atight timescale to implement the Central Hub and exit from Callendar
Square. This is being closelymonitored by the Frontline Services ImprovementGroup.

The following risks on the Corporate Risk Register cover the risks offailing to meetother
aspects ofthe Fairer Falkirk Strategy: Harm to Children/ Adults, Housing Strategy, Health and
Social Care, and Communities and Participation (which includes Partnerships and Community
Empowerment).

The roll out of Universal Creditwill not be complete until 2022. Currently only approximately
10% of our expected final claimants are claiming Universal Credit. We are not yet seeing the
full impactof Universal Creditand the other significantchanges to the benefits system and,
therefore, the riskremains high.

Worst Case
Consequences

- Impact on citizens’ ability to pay bills, leading to increased poverty and ill-health for
communities;

- Significantincreases in demand for support, e.g. Crisis Grants and DiscretionaryHousing
Grants;

- Fall in rent and Council Tax collection rates, and impacton Housing Revenue / Council
finances;

- Unsustainable pressure on Council services and staff;

- New models ofservice delivery do notimprove Services, or within planned budget/time;
- Staff do not have the skills or supportto provide effective Services (including digital skills);
- Impact on reputation of Council and relationships with citizens / partners; and

- Increased inequalitymayimpacton health, social issues, the economy,and employment.

Controls /Mitigation

- Provision of advice services that meetthe needs of individuals and communities;

- Refocussing of Fairer Falkirk Fund and Poverty Strategy;

- Fairer Falkirk Strategy focusseson actions thataddress / prevent the root causes of poverty;
- Financial Controls, including monitoring of Council Tax and rent collections and bad debts;
- Workforce planning, including new roles and skills, to provide better advice and support;

- Investmentin property and information assets to enable more effective services.

In addition, the Council aims to reduce the root causes and impact of poverty through various
related strategies and plans, including housing, attainment, communityempowerment,
employmentand training, and health and social care. These are monitored by relevant
oversightGroups.

How do we monitor that
controls are working
effectively?

- Following the Public Pound: evaluation of outcomes and bestvalue from external funding;

- Fairer Falkirk Partnership have oversightof the Fairer Falkirk Strategy;

- Community Planning Partnership have oversight of the poverty outcomes within the SOLD;

- Frontline Service ImprovementGroup monitor progress with the Local Advice and Support
Hubs;

- CMT and Executive receive updates on the risks relating to the change programs above; and
- Oversight of related risks / plans by relevant Groups and Committees, e.g. the Strategic
Housing Group, Council ofthe Future Board, and the Information and AssetManagement

Working Groups
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A review of the Fairer Falkirk Strategy is underway. This will shape future priorities and actions.

What more can we do to

reduce the risk? Implementation ofthe three Advice Hubs will ensure people have access to advice and support
to help them maximise theirimpact and better manage theirmoney.

The work-streams have identified that more directface to face contact, coupled with single
designated points of contact and case ownership, are considered byour residents to provide

HESISETS (MR improved means of supportand assistance. These are key components ofour Advice and

SupportHubs.
| LATEST NOTES
Date
Latest Note Reviewed
The key messages provided in the following reports provide an overview of the currentrisks: 20 Aug 2018

- Universal Credit: Executive Update, January 2018:

Full Service Universal Credit(implemented in March 2018) significantlyincreasesthese pressures. Lessons
have beenlearnt from other Council’s experiences ofrolling out Universal Credit, and this helps to inform
the controls and actions that Falkirk put in place in preparation for this change.

- Local Advice and SupportHubs: Executive Update, September2017:
Whilstany changes to services carry a degree of risk, the Advice and Support Hub has beenin place inthe
Eastsince December 2016 with no negative impacts.

- Front facing Office: Executive Update, August 2018, includes funding to implementthe Central Hub in the
Falkirk Library.
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. . . Current Target Risk
Risk Ref. Risk Title Risk (if relevant)

CRR_CHS_F 01 Insufficient funding to deliver services and deliver
outcomes.
g O
Govgrnance Lol Portfolio Holder Lead Officer = =
(if Relevant) T z |
Leader of the Council Chief Finance Officer Impact Impact

Budgetary, economic, or demographic pressures, and failure to properly manage and allocate
resources to deal with these, mean that the Council is unable to deliver services and meetits
statutory and otherobligations.

The key funding uncertainties and challenges over the medium term are:

- Funding: including Local Government Financial Settlement, Brexit, and Business Rates;

- Reserves : the ongoing use ofreserves to fund Services is not sustainable;

- Demographics:in particular, challenges on Pupil Teacher Ratios, Adult Services, and Welfare;
and

- Council of the Future Program (delivery of projects and realisation of savings).

Risk Statement

The following corporate risks need effective managementin orderto manage funding risks:
(abbreviated): Leadership, Change, Brexit, Social Care, Equalities, Poverty, and Financial
Controls.

- The Councilis unable (or unwilling) to take difficult decisionsto live within its revenue budget;
- service failure, resulting in inabilityto deliver statutory services;

Worst Case - threat to lives and significantnegative impacton the wellbeing of citizens if services not
Consequences delivered;
- Statutory breaches, leading to Public Enquiryand / or legal action; and external intervention in
the running of the Council.

- Medium term financial planning (MTFP), scenario modelling, and horizon scanning;

- robustandinclusive budgetpreparation process (e.g. Member Budget Working Group and
EPIAs);

- ongoing budgetmonitoring bymanagers, and expert advice from Service Accountants;

- gathering and considering network intelligence via, eg COSLA, CIPFA Directors of Finance
Group;

- aligning budgeting to strategic planning, COTF program, and strategies e.g. workforce and
technology;

- Members have agreed a provisional 3% Council Taxincrease, which informs planning;

- Improved budgeting, e.g. zero based, participatory, and review of funding of external
organisations;implementing and enforcing Financial Regulations and other good practice
guidance and processes.

Controls /Mitigation

. Statutory Section 95 Officer review role;

. Oversightand scrutinyby CMT, Audit Committee, Executive, and Council;

. External Audit of the Council’s Financial Statements, and BestValue reviews;

. Internal Audit of processes and controls;

. Member BudgetWorking Group; and Oversight by partnership Boards, including Falkirk
Community Trust and the Integration Joint Board.

How do we monitor that
controls are working
effectively?

What more can we do to |-
reduce the risk?

BestValue reports highlightthe need for leadership, medium and long-term financial planning,
appropriate use ofreserves, strategic planning, and change management.

(SO LCEEHA The Council have also learntfrom budgeting bestpractice externally, e.g. zero based

budgeting.
| LATEST NOTES
Date
Latest Note Reviewed

The Medium Term Financial Plan update to the Executive in May 2018 provides a more detailed review of 24 May 2018
the risks and work being taken to mitigate these.
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. . . Current Target Risk
Risk Ref. Risk Title Risk (if relevant)

CRR_CHS_G 01 Failure to properly discharge equalities duties.
Governance Group ] : = -
(if Relevant) Portfolio Holder Lead Officer E E )
Head of Policy, Technology & 3 = |
Improvement Impact Impact

Failure to comply with equalities duties maylead to disadvantage, poverty, inequality, or harm,

Rl EiEEm e and associated reputational, safety, legal, and financial implications.

Worst Case Challenge under Equalities Act and consequences ofthis.
Consequences

Duty to publish equalities information; Assessing and reviewing Policy; Considering award
Controls / Mitigation criteria and conditions in relation to public procurement; and materials published in an
accessible manner.

How do we monitor that
controls are working
effectively?

What more can we do to | CommunityPlanning Partnership focus on equalities and fairness; and reports to CMT and
reduce the risk? Executive.

Areportis prepared for CMT to review the achievementofour equality outcomes and the
equalityimpactassessmentprocessannually.

| LATEST NOTES

Lessons Learnt

Date

Latest Note Reviewed

Equality and poverty impactassessments are being rolled outacross the council underpinned bytraining for | 23 Nov 2017
members and officers.
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. . . Current Target Risk
Risk Ref. Risk Title Risk (if relevant)

CRR CHS H 01 Failures in workforce planning, mcludlng abse_nce,vacancy
- - = management, and succession planning.

Governance Group Portfolio Holder Lead Officer B g O
(if Relevant) = = |
Head of HR & Business - -
Resources . Impact Impact
Transformation

Failures in workforce planning adverselyand significantlyimpacton the quality and consistency
of service delivery, and compromise on-going availability of services.

There is also ariskthat the Council fails to agree and implementa modern and flexible
Risk Statement package of terms and conditions, and to undertake effective consultation with employees and
trades’ unions.

This riskis closelylinked to the following additional, butseparate, corporate risks: equalities,
health and safety, and early years expansion.

. Failure to deliver services, including statutoryservices;

. more staffemployed than required and/ or staff with the wrong skill set;

. ho clear planto achieve savings thatimpacton staff; and

. Industrial relations / staff satisfaction issues (impacting on recruitment, retention, performance
and employee relations.

Worst Case
Consequences

- Workforce Strategy agreed by Members, and monitoring ofimplementation byHuman
Resources;

- Workforce Planning Framework in place and being implemented across Services;and

- Workforce Plans being developed across all Services and Council wide plan drafted.

- Workforce Plans are an integral part of Strategic Planning, including Service Planning/
Budgets;

- HR support Services in developing and reviewing their workforce plans;

Controls /Mitigation - Trades’ Union are pro-actively involved in change, including consultation on terms and
conditions and workforce issues;

- Managers receive the information and supportneeded to manage performance, e.g. absence;
- Employee engagementis undertaken and acted upon, e.g. staff satisfaction survey/ Action
Plans;

- HR and Organisation DevelopmentPolicies are effective and consistentlyimplemented; and
- A range of training and developmentopportunities are available to improve skills /
performance.

- Update reports on workforce changes presented to, and considered by, CMT;
- Absence and turnover reports submitted to Joint Consultative Committee; and
- Consistencyofapproach to workforce planning across all Services;
- HR Policy and Procedure Audits, and Exit Interviews;
How do we monitor that |- Employee Satisfaction results are evaluated, and Action Plans are implemented and
controls are working [monitored;
effectively? - Workforce Planning reviews, including critical friend, audit, and peer review;
- Best practice reviews including ILM, and Healthy Working Lives audits;
- Oversight of HR risks by staff / JCC and Service Based Forums (butthis consultation
framework is under review); and Equalities /Equal Pay issues are monitored as partofthe
Equalities Mainstreaming process.

Ensuring workforce plans form partof day to day workforce considerations, budgetstrategyand
change programme.
What more can we do to |Progress the key COTF projects and Service Plan actions outlined below.

reduce the risk? Improve areas identified in Policy and Procedures reviews, e.g. exit interviews. Review the
current JCC framework and implementnew partnership arrangements /framework to improve
employee and industrial relations.

Research ofbestpractice undertaken to develop the workforce strategy and the workforce
planning framework.

| LATEST NOTES

Lessons Learnt

Latest Note D_ate
Reviewed
Absence managementcontinues to be monitored butis still above the Council's target. There are costs 11 Jul 2018

associated with this. Revised workforce plans have been developed and must continue to be implemented.
Given the financial situation ofthe Council the risk level of this remains unchanged.
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. . . Current Target Risk
Risk Ref. Risk Title Risk (if relevant)

Compromised security, or inefficient use, of the Council’s

CRR_CHS_I_01 data and information asset.
COETENTE €l Portfolio Holder Lead Officer s g O
(if Relevant) = = |
Information Management Chief Governance Officer and Head of |~ -
. Resources . Impact Impact
Working Group Policy, Technology, and Improvement

Failure to properly secure data and information maylead to data breach, legal recourse, and
reputational damage. Equally, failure to maximise the value of the data and information asset
may lead to disjointed and inefficientservice delivery, and adverse impacton clients’
experience of interacting with the Council.

RIS SEEES This riskincludes the potential failure to complywith General Data Protection Regulations
(GDPR), and deliver on the information objectives with the COTF Program and Corporate Plan.

There are a number of closelyrelated corporate risks, e.g. Cyber Security and SWIS
Replacement.

- Significantdata breach leading to personal harm and/or Information Commissioner’s Office
(ICO) investigation, fine, and reputational damage;
Worst Case - Loss ofdata that compromises people’s safety;
Consequences - Loss of personal information thatcompromises individuals’ privacy;
- Loss of confidence in Council; and
- Ineffective / inefficientservice delivery through failure to join up relevant information.

- Information Governance is recognised through clear governance structures —including a
Senior Information Risk Officer, Data Protection Officer, and Information Governance Manager.
- Information Governance and Security Policies are in place;

- Data protection training regime in place and monitored;

- Framework of policies including Acceptable Use Policyand Record ManagementPlan;

- Planned future workstream as partof COTF Information projectto further develop strategy
and practice for appropriate sharing ofinformation across Services and Partners;

- Public Services Network (PSN) compliance;and

- working to further develop strategy and practice for appropriate sharing ofinformation across
Services and Partners.

Controls / Mitigation

- No breaches reported;

- Audits of compliance with Policies;

- Officer knowledge of subjectareais tested andis high; and
- Customer confidence is high.

How do we monitor that
controls are working
effectively?

The following plans are in place:

- GDPR Action Plan;

What more can we do to |- COTF Information ProjectPlan; and
reduce the risk?

Internal Audit will review GDPR compliance and COTF Programs.

Information securitypolicies to be updated.

Lessons Learnt Lessonslearntfrom internal and external data breaches are regularlyreviewed and shared.

Date
Reviewed

Latest Note

The following COTF Updates provide an overview of key actions to mitigate information assetrisksfroman | 17 May 2018
Information Governance perspective:

¢ Information Working For You; and
* GDPR Compliance. Sound Information Governance.

The GDPR Action Planincludes the following priorities: Information Asset Audit, Personal Data Audit /
Privacy Notices, Communications and Awareness, Data Protection Policy, and Contracts.
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Current Target Risk

Risk Title (if relevant)

Risk

Cyber security incident compromises IT infrastructure,

CRR_CHS_ | 03 corporate application, social media channel, or data/
information.
g ELIO
Governance Group Portfolio Holder Lead Officer £ <
(if Relevant) £ =
Informatlo_n Management Leader of the Council Head of Policy, Technology & Impact Impact
Working Group Improvement

Risk Statement

A targeted cyber attack mayimpacton the availability, integrity and confidentiality of Council
systems and data/ information, with associated impacton service delivery and financial loss.

Worst Case
Consequences

- A “Denial of Service” attack could prevent access to IT Systems and the Internet without
losing data.

- Significantdata breach, leading to personal harm and/or ICO investigation, fine, and
reputational damage;

- loss ofdata that compromises peoples safety;

- loss of personal information thatcompromises individuals; and

- significantimpacton stakeholders’ abilityto interact electronicallywith the Council and loss of
confidence in Council.

Controls / Mitigation

- Annual Public Services Network Accreditation — including independent Health Check;

- Annual Cyber Essentials Accreditation;

- Network Security, including firewalls, network segregation and penetration testing;

- National Cyber Security Centre Active Defence Measures —Webcheck real time monitoring on
our internetfacing systems Other “Defence in Depth” measures such as antivirus and end point
protection software and end user training.

How do we monitor that
controls are working
effectively?

- Achieving PSN accreditation which requires remediating anywulnerabilities found in the
independentHealth Check;

- Achieving Cyber Essentials accreditation which is a pass or fail accreditation;

- Lack of Data/Information breach;

- Immunityto cybersecurity incidents which affects others Monitoring of our protection systems
e.g. Symantec Endpoint Protection.

What more can we do to
reduce the risk?

- PSN Accreditation ImprovementPlan (and monitoring by the IMWG);

- Continued participation in IT Security groups such as the Scottish Local Authority IT Security
Group;

- Continued awareness of National and International Security Incidentreports through CHisP
(Certified Health Informatics Systems Professional) and CERT (Network Certification Body);

- Continued testing of our BCPs in conjunction with our colleagues in EmergencyPlanning
Services to review their ICT systems and confirm which are critical (‘HotSystems’)i.e. those
needing recovered as a priority during any interruption. This will allow the ICT to develop
appropriate recovery plans.

Lessons Learnt

- Continuous review of internal and external cyber securityincidents, and appropriate response
(reinforcing staffawareness and technical security).

- Business continuityrisks relating to a loss of power failure at Municipal Buildings have been
tested and the emergencygenerator provided powerto the building and IT systems during this

time.

| LATEST NOTES

Latest Note D_ate
Reviewed
Currentinformation from the National Cyber Security Centre indicates thatthere is still a high likelihood ofa | 17 Aug 2018
high impactcyber security event affecting the UK.
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. . . Current Target Risk
Risk Ref. Risk Title Risk (if relevant)

Failure to undertake proper engagement and consultation
CRR_CHS P 01 with service users, stakeholders, and partners on the

delivery of services.
g Fune
Govgrnance Crelly Portfolio Holder Lead Officer = =
(if Relevant) = 3 |
i i i I ct
Commumpy Planning Leader of the Council Head of Policy, Technology, and Impact mpa
Strategic Board Improvement

Failure to appropriatelyengage and consultwith service users, stakeholders, and partners on
the design and delivery of Council services could lead to flawed decision making, services that
do not meetpeople’s needs, poorlytargeted expenditure, and adverse impacton communities
or individuals.

Risk Statement

Worst Case Uninformed (or un-evidenced) decision making; resources notallocated to meetneed;and
Consequences failure to deliver statutory obligations.

Participation Strategy was subjectto a review by Scrutiny Panelin 2015;

Actively responding to the requirements ofthe CommunityEmpowermentAct 2015; active and
responsive Citizen’s Panel; Participation Strategy and supporting guidance and processes; and
developmentofa locality planning model and priorities.

Controls / Mitigation

How do we monitor that
controls are working
effectively?

What more can we do to |ProcurementofCitizen Space, a bespoke online consultation and engagementplatform.
reduce the risk?

Lessons Learnt Community Planning Audits — outcomes from audits of Falkirk and other Councils.

Date
Reviewed

Latest Note

The risks are mitigated by having robustand defensible consultation and decision making processesand by | 17 Aug 2018
the Scrutiny Committee monitoring the following strategies and action plans: SOLD, Locality Planning and
Participation Strategy.

Engagementand consultation is embedded within decision making, including consideration ofthe risks and
impacton stakeholders within all Committee reports. An online consultation tool has beenimplemented and
training delivered to relevant officers across the Council.

The Corporate Participation Group oversees activities and meets on atwo-monthlybasis, with the next
meeting on 03 September.

The Participation Strategy is due for renewal in 2019 and work is being carried out to refresh it. A public
consultation is underwayasking the public whatthey want to be consulted on and how they want to be
consulted and this will inform the new strategy. There has also been a considerable amountofengagement
work in communities to underpin LocalityPlanning. The Executive agreed on 14th Augustto establisha
Policy DevelopmentPanel to look at the implications ofthe Local Governance Review which will cover a
number ofrelated areas.

Ariskand governance frameworkis in place at both Counciland Community Planning Partnership levels.
The Community Planning Leadership Board are accountable for the effectiveness of the partnership
performance, risk, and governance arrangements. The SOLD plan summarises the governance
arrangements, including deliveryand partnerresponsibilities.

The Scrutiny Committee receive regular CPP updates and are responsible for scrutinising these risks. This
includes updates on locality planning, communityempowerment, and participation.

The Audit Committee receive regular (6 monthly) Corporate Risk updates and are responsible for
scrutinising the risks to the Council. As part of this the lead officer updates the corporate risk and provides
CRMG with an annual self-assessmenton the effectiveness ofthe CPP SB.

Audit Scotland has also undertaken previous reviews ofthe Community Planning Partnership.




Risk Level

High Risks maybe either:

Table 4: Risk Scoring Guidance

Risk Appetite / Approach

« withinthe Council’s risk appetite (meaning thatthe Lead Officer considers the currentcontrols are proportionate and effective; or
e above the Council’s risk appetite (meaning thatthe Lead Officer considersthatadditional actions are necessaryto reduce the risk
(if the riskis above the risk appetite, the Corporate Risk Register should include a TargetRisk Level and Actions)

Appendix 4

Scoring Matrix

Likelihood

Medium Medium risks are within Council’s risk tolerance - meaning, controls / mitigation are proportionate and effective (actions are not essential, but
(Score 7-9) may includedinthe Corporate Risk Register).
Low These donotneedto be recorded onthe Corporate Risk Register. Services should monitorthese atan operational level and, if the risk
(Score 1-6) increases, they should be added as High or Medium risks.

Impact

LIKELIHOOD

IMPACT / CONSEQUENCE

Impact Score Fnancial Reputational Harm to People or Interruption to Audit/
P P Assets Services to Projects Legal/ Compliance

Almost
Impossible

2 Low chance of the risk
Unlikely occurring
K] A reasonable chance

Possible

Almost
Certain

of the risk occurring

A strong chance of the

Fairly certain that risk

Little evidence that the 1
risk is likelyto occur

Negligible

Moderate

risk occurring

will / has occur,
occurred

Severe

None or little budget
impact; spend is within
risk owner’s authority

Minimal
budgetimpact; spend
is within risk owner’s

authority

Manageable budget
impact; spend exceeds
risk owner’s authority

Major impact, but
within budgets

Extensive; spend
exceeds available
budgets

None, or little, media
interest;
impactis in public
domain, but managed

Local media interest
and / or customer
complaints

Regional
media interestand / or
multiple complaints

National media interest
and /or
serious loss of
confidence

Sustained media
interest, complaints,
and /or loss of
confidence

None or very minor
injuryand / or damage

Minor injury and / or
damage

Moderate injuries
and / or damage

Major injury, death,
and /or assets
destroyed

Multiple deaths and / or
assets destroyed

None or little disruption
to one service, or
project delay

Minor disruption to
multiple services, or
project delay

Some disruption
to service, or project
delay

Major service
disruption,
loss of multiple
services, or project
delay

Extended disruption or
loss of service, or
project delay

No or little query from
audit body/ regulator;
but no criticism or
action required

Action required;
but unlikelyto resultin
criticism
and / or penalty

Action required; and
may
resultin criticism and /
or penalty

Major legal action,

penalty,
and / or criticism

Severe penalty,
criticism and / or legal
action





